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Multiplier Circuits

Given: Gate-level multiplier for fixed bit-width.

Question: For all possible ai, bi ∈ B :

(2a1 + a0) ∗ (2b1 + b0) = 8s3 + 4s2 + 2s1 + s0?

a1 a0 b1 b0

g1 g2 g3

g4

s0s1s2s3
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Intel Pentium FDIV Bug 1994

� Affected floating point unit (FPU) in early Intel processors.

� Processor might return incorrect result for division.

� Cost in 1994: 500 million dollars.

Even more than 25 years later, verification of arithmetic circuits is considered to be hard.
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Formal Verification Techniques

Satisfiability Checking (SAT)

� SAT 2016 Competition

� Exponential run-time of solvers

Theorem Proving

� Used in industry

� Requires manual effort

Decision Diagrams

� First technique to detect Pentium bug

� Cannot be applied fully automatically

Algebraic Approach

� Seminal work: [CYBLR’15] [SGKSD’16]

� Polynomial encoding

� Works for non-trivial multiplier designs
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Basic Idea of Algebraic Approach

Multiplier
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Multiplier Specification

Unsigned Integers:

0 =

2n−1∑
i=0

2isi −
(n−1∑

i=0

2iai

)(n−1∑
i=0

2ibi

)
∈ Z[X]

Signed Integers:

0 = −22n−1s2n−1 +
2n−2∑
i=0

2isi −
(
−2n−1an−1 +

n−2∑
i=0

2iai

)(
−2n−1bn−1 +

n−2∑
i=0

2ibi

)
∈ Z[X]
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From Circuits to Polynomials
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From Circuits to Polynomials

Gate polynomials G(C).

s3 = g1 ∧ g4 − s3 + g4g1,

s2 = g1 ⊕ g4 − s2 − 2g4g1 + g4 + g1,

g4 = g2 ∧ g3 − g4 + g2g3,

s1 = g2 ⊕ g3 − s1 − 2g2g3 + g2 + g3,

g1 = a1 ∧ b1 − g1 + a1b1,

g2 = a0 ∧ b1 − g2 + a0b1,

g3 = a1 ∧ b0 − g3 + a1b0,

s0 = a0 ∧ b0 − s0 + a0b0

Boolean value constraints B(C).

a1, a0 ∈ B a1(1− a1), a0(1− a0),

b1, b0 ∈ B b1(1− b1), b0(1− b0)

a1 a0 b1 b0

g1 g2 g3

g4

s0s1s2s3
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Ideals Associated to Circuits
[FMCAD’17, FMSD’19]

More circuit relations:

� s0 − a0b0 AND-gate

� a2
1 − a1 a1 Boolean

� g22 − g2 g2 Boolean

� s1g4 XOR-AND constraint

� . . .

a1 a0 b1 b0

g1 g2 g3

g4

s0s1s2s3
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Ideals Associated to Circuits
[FMCAD’17, FMSD’19]

� I(C) contains all relations of the circuit C.

� I(C) is an ideal.

Ideal. A subset I ⊆ R[X] is called an ideal if

∀ p, q ∈ I : p+q ∈ I and ∀ p ∈ R[X] ∀ q ∈ I : pq ∈ I.

Multiplier. A circuit C is called a multiplier if

2n−1∑
i=0

2isi −
(n−1∑

i=0

2iai

)(n−1∑
i=0

2ibi

)
∈ I(C).

a1 a0 b1 b0

g1 g2 g3

g4

s0s1s2s3

10



Ideal Membership Problem

If I is the smallest ideal containing a set G, we say G is a basis of I and write I = 〈G〉.

Given an arbitrary basis G of I it is not obvious how to decide ideal membership.

Solution: We need a basis with certain structural properties, called Gröbner basis.

Gröbner basis.[BB’65]

� Offers decision procedure for ideal membership problem in R[X], where R is a field.

� Every ideal of R[X] has a finite Gröbner basis.

� Given an arbitrary basis of an ideal, we can compute a Gröbner basis.

� Buchberger’s algorithm is expensive.

11
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Ideal Membership Problem
[FMCAD’17, FMSD’19]

� We can deduce some elements of I(C):
� Gate polynomials G(C)

� Boolean value constraints B(C)

� Let J(C) = 〈G(C) ∪B(C)〉.
� Lexicographic term order: output variable of a gate is greater than input variables.

Conjecture: [CYBLR’15, SGKSD’16]
G(C) ∪B(C) is a Gröbner basis for J(C).
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Ideal Membership Problem
[FMCAD’17, FMSD’19]

� We can deduce some elements of I(C):
� Gate polynomials G(C)

� Boolean value constraints B(C)

� Let J(C) = 〈G(C) ∪B(C)〉.
� Lexicographic term order: output variable of a gate is greater than input variables.

Theorem (FMCAD’17)

G(C) ∪B(C) is a Gröbner basis for J(C).

Proof idea: Application of Buchberger’s Product criterion.
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Soundness and Completeness
[FMCAD’17, FMSD’19]

Theorem

For all acyclic circuits C, we have J(C) = I(C).

� J(C) ⊆ I(C): soundness

� I(C) ⊆ J(C): completeness

13



Non-Incremental Checking Algorithm
[FMCAD’17, FMSD’19]

Verification Algorithm

Reduce specification
2n−1∑
i=0

2isi −
(n−1∑
i=0

2iai
)(n−1∑

i=0

2ibi
)

by elements of G(C) ∪B(C)

until no further reduction is possible, then C is a multiplier iff remainder is zero.
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Verification

G(C) ∪B(C) = {
−s3 + g1g4,

−s2 − 2g1g4 + g4 + g1,

−g4 + g2g3,

−s1 − 2g2g3 + g3 + g2,

−g1 + a1b1,

−g2 + a0b1,

−g3 + a1b0,

−s0 + a0b0,

−a2
1 + a1,

−a2
0 + a0,

−b21 + b1,

−b20 + b0}

8s3 + 4s2 + 2s1 + s0 − 4a1b1 − 2a1b0 − 2a0b1 − a0b0

15
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Non-Incremental Checking Algorithm
[FMCAD’17, FMSD’19]

Verification Algorithm

Reduce specification
2n−1∑
i=0

2isi −
(n−1∑
i=0

2iai
)(n−1∑

i=0

2ibi
)

by elements of G(C) ∪B(C)

until no further reduction is possible, then C is a multiplier iff remainder is zero.
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Non-Incremental Checking Algorithm
[FMCAD’17, FMSD’19]

Verification Algorithm

Reduce specification
2n−1∑
i=0

2isi −
(n−1∑
i=0

2iai
)(n−1∑

i=0

2ibi
)

by elements of G(C) ∪B(C)

until no further reduction is possible, then C is a multiplier iff remainder is zero.

Computational Problems

� The number of monomials in the intermediate results increases drastically.

� 8-bit multiplier cannot be verified within 20 minutes.
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Incremental Verification
[FMCAD’17, FMSD’19]

a0b0a0b1a1b0a1b1

p00p01p10p11

c1

c2

s0s1s2s3

G0G1G2G3

C0C1C2C3C4

Let Pk =
∑

k= i+j

aibj .

Column-Wise Checking Algorithm

Input: Circuit C with sliced Gröbner bases Gi

Output: Determine whether C is a multiplier

C2n ← 0

for i← 2n− 1 to 0

Ci ← Remainder ( 2Ci+1 + si − Pi, Gi )

return C0 = 0

17



AND-Inverter Graphs (AIGs)
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g1g2g3

g4

s0 s1 s2 s3
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s[1]
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s[3]

18



Rewriting

19



Rewriting

Fulladder
Halfadder
XOR-Gate
Single Gates
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Variable Elimination

Variable elimination is based on elimination theory of Gröbner bases.

Identify sub-circuits CS in the AIGs and eliminate internal variables [DATE’18, FMSD’19]:

� Full-adder rewriting

� Half-adder rewriting

� XOR rewriting

� Common rewriting

Repeated elimination of variables with single dependency [FMCAD’19]:

� Does not rely on specific patterns.

20



Multiplier – Array Accumulation & Ripple-Carry Adder
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Multiplier – Wallace Tree Acc. & Carry Look-Ahead Adder
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SAT & Computer Algebra
[FMCAD’19]

SAT

Computer Algebra

Partial Product Generation

Partial Product Accumulation

Final Stage Adder

an−1, . . . , a0 bn−1, . . . , b0

xm ym . . . x0 y0 cin

sk . . . s0sk+1. . .s2n−2s2n−1

s′0. . .s′mcm+1

Adder Substitution

Partial Product Generation

Partial Product Accumulation

Ripple Carry Adder

an−1, . . . , a0 bn−1, . . . , b0

xm ym . . . x0 y0 cin

sk . . . s0sk+1. . .s2n−2s2n−1

s′0. . .s′mcm+1
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AMulet
Computer Algebra Systems [FMSD’19]

� Mathematica, Singular

� Algorithmic power
(e.g., Mathematica has > 5000 built-in functions).

� Easy to use.

� Designed for general purposes.

AMULET [FMCAD’19, Vampire’19]

� Automatically applies adder substitution and
circuit verification.

� Designed to make use of properties of polynomials.

� On-the-fly reduction of Boolean value constraints.

Verify

AMULET

substitute
AMULET

verify

CADICAL
SAT solver

.aig

.cnf

7 | 3

7 | 3

.aig
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Proofs
Multiplier

a1 b1 a0 b1 a1 b0 a0 b0

g1 g2 g3

g4

s0s1s2s3

Polynomials

B = {
x− a0 ∗ b0,
y − a1 ∗ b1,
s0 − x ∗ y,
. . .

}

Verification

6= 0 7

= 0 3

Specification

2n−1∑
i=0

2
i
si−

(n−1∑
i=0

2
i
ai

)(n−1∑
i=0

2
i
bi
)

Correct?

Problem:

� Can we trust our own implementation?

� Is the verification process correct?

Solution:
Validate result of verification process.

� Generate machine-checkable proofs.

� Check by independent proof checkers.
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Practical Algebraic Calculus

a c

b

G(C) = {−b+ 1− a, −c+ ab}
B(C) = {−a2 + a}
Spec = c

[SC2’18]

* : -b+1-a, a, -a*b+a-a^2;
* : -a^2+a, -1, a^2-a;
+ : -a*b+a-a^2, a^2-a, -a*b;
+ : -a*b, -c+a*b, -c;
* : -c, -1, c;

[FMCAD’19] [Submitted]

* : -b+1-a, a, -a*b;
+ : -a*b, -c+a*b, -c;
* : -c, -1, c;

3 * 1, a, -a*b;
4 + 3, 2, -c;
5 * 5, -1, c;
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Proof Checker

PACTRIM [SC2’18, FMCAD’19]

� Written in C (∼ 2000 lines of code).

� Supports older PAC formats, where antecedents are given explicitly.

PACHECK [Submitted]

� Written in C (∼ 2200 lines of code).

� Supports new calculus.

� Backward compatible to older PAC formats.

PASTÈQUE [Submitted]

� Implemented and verified using Isabelle/HOL by M. Fleury.

� Supports new calculus.
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Recent Related Work
� M. Ciesielski, C. Yu, W. Brown, D. Liu, and A. Rossi. Verification of Gate-level Arithmetic Circuits by

Function Extraction. In DAC, 2015.

� C. Yu, M. Ciesielski, and A. Mishchenko. Fast Algebraic Rewriting Based on And-Inverter Graphs.
IEEE TCAD, 2018.

� M. Ciesielski, T. Su, A. Yasin, and C. Yu. Understanding Algebraic Rewriting for Arithmetic Circuit
Verification: a Bit-Flow Model. IEEE TCAD, 2019.

� A. Sayed-Ahmed, D. Große, U. Kühne, M. Soeken, and R. Drechsler. Formal Verification of Integer
Multipliers by Combining Gröbner Basis with Logic Reduction. In DATE’16.

� A. Mahzoon, D. Große, and R. Drechsler. PolyCleaner: Clean your Polynomials before Backward
Rewriting to verify Million-gate Multipliers. In ICCAD’18.

� A. Mahzoon, D. Große, and R. Drechsler. RevSCA: Using Reverse Engineering to Bring Light into
Backward Rewriting for Big and Dirty Multipliers. In DAC’19.

� A. Mahzoon, D. Große, C. Scholl, and R. Drechsler. Towards Formal Verification of Optimized and
Industrial Multipliers. To appear in DATE, 2020.
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Evaluation – Verification

Comparing our approaches to most
recent related work.

� Our work
[FMSD’19] [FMCAD’19]

� Yu et al. [ABC]

� Mahzoon et al.
[RevSCA] [RevSCA-2.0]

� 192 different multipliers

� Input bit-width n = 64

� Time-limit: 300 sec
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Evaluation – Verification
Detailed comparison of AMULET and
RevSCA-2.0 on the same benchmarks.

Multipliers using a

◦ “(7,3) counter tree” or a

◦ “redundant binary addition tree”.

Remaining 144 benchmarks.

AMULET
total

solved TO

RevSCA-2.0
solved 141 21 162
TO 8 10 18
buggy 1 11 12

total 150 42 192
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Evaluation – Certification & Proof Checking

Comparison of our approaches
[FMSD’19] [FMCAD’19] [Submitted]

None of related work generates certificates.

� Array ripple-carry multiplier

� Input bit-width n in [2, 128]

� Time-limit: 300 sec

33



Evaluation – Certification & Proof Checking

Verification Tool AMulet & Proof Checker Pacheck.

multiplier bit-width Verify Certify Check total AIG size proof length
btor 512 18m 44s 23m 03s 6m 34s 29m 37s 2.1 M 7.8 M
kjvnkv 512 13m 03s 15m 26s 9m 13s 24m 39s 3.1 M 12.3 M
sp-ar-rc 512 13m 00s 15m 35s 9m 46s 25m 21s 3.1 M 12.3 M
sp-dt-lf 512 26m 25s 25m 19s 11m 28s 36m 47s 3.1 M 12.3 M
sp-wt-bk 512 26m 34s 26m 09s 11m 30s 37m 39s 3.2 M 12.4 M
btor 1024 2h 58m 40s 3h 38m 31s 51m 23s 4h 29m 54s 8.4 M 31.4 M
kjvnkv 1024 1h 32m 50s 2h 52m 07s 1h 11m 56s 4h 04m 03s 12.6 M 49.2 M
btor 2048 25h 09m 50s 42h 32m 05s 7h 10m 08s 49h 42m 13s 33.5 M 125.8 M
kjvnkv 2048 19h 06m 30s 34h 37m 02s 20h 27m 33s 55h 04m 35s 50.3 M 197.0 M
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Impact

Contributions:

� 10 publications (6 peer-reviewed, 2 invited papers, 1 technical report, 1 submitted)

� AMULET: Reduction engine for multipliers given as AIGs [FMCAD’19]

� PACTRIM, PACHECK: Proof checker for PAC [SC2’18, Submitted]

Awards:

� 2017: Best Paper Award [FMCAD’17]

Thesis: Formal Verification of Multiplier Circuits using Computer Algebra

� 6 publications (4 peer-reviewed, 1 invited paper, 1 submitted):
[FMSD’19] [SC2’18] [FMCAD’19] [Vampire’19] [DATE’20] [Submitted]

� Extended with additional unpublished material.
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Conclusion

Contributions covered in this talk:

1. Precise formalization of circuit verification including soundness and completeness proofs.

2. Fastest approach for multiplier verification:

� Incremental Verification
� Variable Elimination
� SAT and computer algebra

3. Unique: Generation of proof certificates.

What I did NOT talk about today (but is part of my work):

� Generalization to more general polynomial rings that allow modular reasoning.

� Equivalence checking.

� Combining proof certificates from SAT and computer algebra.

� Adding extensions and deletions to PAC.
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