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Multiplier Circuits




Multiplier Circuits

Given: Gate-level multiplier for fixed bit-width.
Question: For all possible a;,b; € B :

(2a1 + ag) * (2by + bg) = 8s3 + 4sa + 281 + 507




Intel Pentium FDIV Bug 1994

2 »
mteI@ ‘ B Affected floating point unit (FPU) in early Intel processors.
pentium™ B Processor might return incorrect result for division.
M Costin 1994: 500 million dollars.

Even more than 25 years later, verification of arithmetic circuits is considered to be hard.
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Formal Verification Techniques

Satisfiability Checking (SAT) Decision Diagrams
B SAT 2016 Competition B First technique to detect Pentium bug
B Exponential run-time of solvers B Cannot be applied fully automatically
Theorem Proving Algebraic Approach
B Used in industry B Seminal work: [CYBLR'15] [SGKSD16]
B Requires manual effort B Polynomial encoding

B Works for non-trivial multiplier designs



Basic Idea of Algebraic Approach
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Basic Idea of Algebraic Approach

Multiplier Polynomials

B={
T — ag * by,
Yy —ai *by,

S0 — T * Y,
Specification l
ey Roots
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Basic Idea of Algebraic Approach

Multiplier

Specification

2n—1

Z 2isi—
(2 2%a;) (2 2°b;) l

Polynomials

B={

T — ag * by,
Yy —ai *by,
S0 — X *Y,

}

l

Ideal Membership
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Multiplier Specification

Unsigned Integers:

2n—1 n—1 n—1
i=0 =0 =0
Signed Integers:
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Multiplier Specification

Unsigned Integers:

2n—1

0= ; 2s; — (nz_é 2@-) (2 Qibi) € Q[X]

Signed Integers:

2n—2 n—2 n—2

0= 722’”‘7182“_1 + Z QiSi — (Q”Ian_l + Z QiCLi) <2n1bn_1 -+ Z 21b1> S Q[X]

=0 =0 =0



From Circuits to Polynomials
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From Circuits to Polynomials
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Gate polynomials G(C).
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From Circuits to Polynomials

Gate polynomials G(C).

83 =91\ ga — 83 + gag1,
S2 = g1 D ga — 82 — 29491 + g4 + g1,
94 = g2 N\gs3 — g4 + 9293,
$1=9g2 D g3 — 81 — 2g293 + g2 + g3,
g1 =ai Ab — g1 +aib,
g2 = ap N\ b — g2 + aob,
g3 = a1 Nbp — g3 + aibo,
so = aop A by — S0 + aobo
Boolean value constraints B(C).

ai,ao cB al(lfal), ao(lfa()),
bl,bQEB bl(l—bl), bo(l—bo)



Ideals Associated to Circuits

More circuit relations:

| | So — aobo

H o —a
2

B g —g

| | S194

AND-gate

a1 Boolean

g2 Boolean
XOR-AND constraint

[FMCAD’17, FMSD’19]




Ideals Associated to Circuits

B I(C) contains all relations of the circuit C.

B /(C)is anideal.

Ideal. A subset I C R[X] is called an ideal if

Vpgel:ptqel and VpeR[X|Vgel:pgel.

Multiplier. A circuit C is called a multiplier if

2n—1

; 2's; — CZ: Qiai) CZ: 2"b¢) e I(C).

[FMCAD’17, FMSD’19]
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Given an arbitrary basis G of I it is not obvious how to decide ideal membership.
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Ideal Membership Problem
If I is the smallest ideal containing a set G, we say G is a basis of I and write I = (G).

Given an arbitrary basis G of I it is not obvious how to decide ideal membership.

Solution: We need a basis with certain structural properties, called Grébner basis.

Groébner basis.[BB'65]

B Offers decision procedure for ideal membership problem in R[X], where R is a field.
B Every ideal of R[X] has a finite Grobner basis.

B Given an arbitrary basis of an ideal, we can compute a Grébner basis.

B Buchberger’s algorithm is expensive.



Ideal Membership Problem
[FMCAD’17, FMSD’19]

B We can deduce some elements of I(C):

O Gate polynomials G(C)
[ Boolean value constraints B(C)

B Let J(C) = (G(C)U B(C)).
B Lexicographic term order: output variable of a gate is greater than input variables.

Conjecture: [CYBLR'15, SGKSD'16]
G(C)U B(C) is a Grobner basis for J(C).



Ideal Membership Problem
[FMCAD’17, FMSD’19]

B We can deduce some elements of I(C):

0 Gate polynomials G(C)
[J Boolean value constraints B(C)

B Let J(C) = (G(C) U B(C)).
B Lexicographic term order: output variable of a gate is greater than input variables.

Theorem (FMCAD’17)
G(C)U B(C) is a Grébner basis for J(C').

Proof idea: Application of Buchberger’s Product criterion.



Soundness and Completeness
[FMCAD’17, FMSD’19]

For all acyclic circuits C, we have J(C) = I(C).

C I(C): soundness
B I(C) C J(C): completeness



Non-Incremental Checking Algorithm
[FMCAD’17, FMSD’19]

Verification Algorithm

2n—1 n—1 n—1
Reduce specification > 2's; — (D 2'a;) (D 2'b:;) by elements of G(C) U B(C)
1=0 1=0 =0

until no further reduction is possible, then C' is a multiplier iff remainder is zero.



Verification

G(C)uB(C)=H{

—83 + 9194,

—82 — 29194 + g4 + g1,
—9g4 + G293,

—51 — 2¢293 + g3 + g2,
—g1 +aibs,

—g2 + aobi,

—gs +aibo,

—s0 + aobo,

—ai +ay,

—ag + ao,

b3 + by,

—bﬁ +b0}

8s3 + 482 + 281 + so — 4a1b1 — 2a1bo — 2a0b1 — aobo



Verification

G(C)uB(C)=H{

—83 + g194,

—82 — 29194 + g4 + g1,
—9g4 + G293,

—51 — 2¢293 + g3 + g2,
—g1 +aibs,

—g2 + aobi,

—gs +aibo,

—s0 + aobo,

—ai +ay,

—ag + ao,

b3 + by,

—bﬁ +b0}

883 + 482 + 251 + s0 — 4a1b1 — 2a1bo — 2apb1 — aobo

8g1g4 + 489 + 251 + sg — 4a1b1 — 2a1bg — 2a0b1 — aobo
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Verification

G(C)uB(C)=H{

—83 + 9194,

—82 — 29194 + g4 + g1,
—g4 + 9293,

—51 — 2¢293 + g3 + g2,
—g1 +aibs,

—g2 + aobi,

—gs +aibo,

—s0 + aobo,

—ai +ay,

—ag + ao,

b3 + by,

—bﬁ +b0}

8s3 + 4ss + 281 + sg — 4a1b1 — 2a1bp — 2a0b1 — aobo
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Verification

G(C)UB(C)={
—s3 + 9194,
—S2 — 2g194 + ga + g1,
—94 + 9293,

—S1 *erg:s + g2,

—g1 + aiby,
—g2 + aob1,
—g3 + aibo,
—50 + aobo,
—ai +an,
—a% + ao,
—b3 + by,
—bg +bo}

883 + 452 + 251 + s0 — 4a1by
89194 + 452 + 251 + so — 4a1b1
494 + 4g1 + 281 + so — 4a1by

+ 491 + 251 + so — 4a1by

491 + 293 + 292 + so — 4a1by

— 2a1bg — 2a0b1 — aobo
— 2a1bg — 2a0b1 — aopbo
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— 20,1()0 — 2a0b1 — aobo



Verification

G(C)uB(C)=A{
—83 + 9194,
—82 — 29194 + g4 + g1,
—ga + 9293,
—81 — 29293 + g3 + g2,
-0 +m:
—g2 + aob1,
—g3 + aibo,
—s0 + aobo,
—ai +ay,
—ag + ao,
b3 + by,
—b3 +bo}

8s3 + 4ss + 281 + sg — 4a1br — 2a1bp — 2a0b1 — aobo
89194 + 4s2 + 251 + so — 4a1b1 — 2a1bg — 2a0b1 — aobo
494 + 491 + 281 + so — 4a1bi — 2a1bp — 2a0b1 — aobo
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Verification

G(C)uB(C)=A{
—83 + 9194,
—82 — 29194 + g4 + g1,
—ga + 9293,
—81 — 29293 + g3 + g2,
—g1 + aibi,
—g2 + 7
—g3 + aibo,
—s0 + aobo,
—ai +ay,
—ag + ao,
b3 + by,
—b3 +bo}

8s3 + 4ss + 281 + sg — 4a1br — 2a1bp — 2a0b1 — aobo
89194 + 4s2 + 251 + so — 4a1b1 — 2a1bg — 2a0b1 — aobo
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Verification

G(C)uB(C)=A{
—83 + 9194,
—82 — 29194 + g4 + g1,
—ga + 9293,
—81 — 29293 + g3 + g2,
—g1 + aibi,
—g2 + aobi,
—g3 + 7
—s0 + aobo,
—ai +ay,
—ag + ao,
b3 + by,
—b3 +bo}

8s3 + 4s2 + 251 + 50 — 4a1by
89194 + 452 + 251 + so — 4a1b1
494 + 4g1 + 281 + so — 4a1by
49293 +4g1 + 251 + so — 4da1by
491 + 293 + 292 + so — 4aib

293 + 2g2 + so0

— 2a1bg — 2a0b1 — aobo
— 2a1bg — 2a0b1 — aopbo
— 2a1bg — 2a0b1 — aopbo
— 2a1bg — 2a0b1 — aopbo
— 2a1bg — 2a0b1 — aopbo

— 2a1b0 — 2a0b1 — aob()

293 + so ** aobo

s0 — aobo



Verification

G(C)uB(C)=A{
—83 + 9194,
—82 — 29194 + g4 + g1,
—9g4 + G293,
—81 — 29293 + g3 + g2,
—g1 +aibs,
—g2 + aoby,
—gs +aibo,
—S0 +7
—ai +ay,
—ag + ao,
b3 + by,
—b3 +bo}

8s3 + 4ss + 281 + sg — 4a1br — 2a1bp — 2a0b1 — aobo
89194 + 4s2 + 251 + so — 4a1b1 — 2a1bo — 2a0b1 — aobo
494 + 491 + 281 + so — 4a1bi — 2a1bp — 2a0b1 — aobo
4g2gs + 491 + 251 + so — 4a1by — 2a1by — 2a0b1 — aobo
491 4 293 + 292 + so — 4a1b1 — 2a1bo — 2a0b1 — apbo
2g3 + 292 + so — 2a1bo — 2a0b1 — aobo

2g3 + so — 2a1bo — aobo

So — aobo

0



Non-Incremental Checking Algorithm
[FMCAD’17, FMSD’19]

Verification Algorithm

2n—1 n—1 n—1
Reduce specification > 2's; — (D 2'a;) (D 2'b:;) by elements of G(C) U B(C)
1=0 1=0 =0

until no further reduction is possible, then C' is a multiplier iff remainder is zero.



Non-Incremental Checking Algorithm
[FMCAD’17, FMSD’19]

Verification Algorithm

2n—1 n—1 n—1
Reduce specification > 2's; — (D 2'a;) (D 2'b:;) by elements of G(C) U B(C)
1=0 1=0 =0

until no further reduction is possible, then C' is a multiplier iff remainder is zero.

Computational Problems

B The number of monomials in the intermediate results increases drastically.
B 8-bit multiplier cannot be verified within 20 minutes.



Incremental Verification FMGAD'7, FMSD16]

Leth: Z aibj.

G : Gy : Gy : Gy k=it

I I
I I

arby | aibo apby | aobo
I I

Column-Wise Checking Algorithm

Input:  Circuit C with sliced Grébner bases G;
Output: Determine whether C is a multiplier

an «~0
fori<~2n—-11t00
C; + Remainder (2C; 1 + s; — P;, G;)

return Cy, =0



AND-Inverter Graphs (AlIGs)
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Rewriting




Rewriting
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Variable Elimination

Variable elimination is based on elimination theory of Grébner bases.

Identify sub-circuits Cs in the AlGs and eliminate internal variables [DATE’18, FMSD’19]:

B Full-adder rewriting
B Half-adder rewriting
B XOR rewriting

B Common rewriting

Repeated elimination of variables with single dependency [FMCAD’19]:

B Does not rely on specific patterns.

20



Multiplier — Array Accumulation & Ripple-Carry Adder

21



Multiplier — Wallace Tree Acc. & Carry Look-Ahead Adder
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Multiplier — Wallace Tree Acc. & Carry Look-Ahead Adder
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Multiplier — Wallace Tree Acc.

& Carry Look-Ahead Adder
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SAT & Computer Algebra

Ap—1,- .-, 00 b1, ..

J J

abO

Partial Product Generation

Partial Product Accumulation

LT Ym Lo Yo Cin,

Ll ! R
Final Stage Adder

T T 1

Cm+1 8/,,1 s S
Lo l |
Son—1 S2n—2 .. Sk+1 Sk - -

[FMCAD'19]

7b0

ap—1, .-, 00 bn717~~~

J |

Partial Product Generation

T Partial Product Accumulation
Adder Substitution
m Ym Zo Yo Cin,
" T Iy ! ! 1T
Ripple Carry Adder
Cnst Sy o s
[ | |
- 50 Son—1 S2n—2 L. Skt1 Sk---S0
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SAT & Computer Algebra

[FMCAD'19]
Ap1s-- -, 00 bp_1,...,bo A1y, 0g bu_1,...,bp
| | | |
Partial Product Generation Partial Product Generation
3 /- yP:rtiaI Pr.o.d.ucl Accu;:l;;iocrlv Adder Substitution / yP:rtiaI Pr.o.d.uct Accu;n:l;:)iocrlf- i

"f"l; ..... 1 ...... ﬁsﬁ.:u e T T T L h
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Ripple Carry Adder

n
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SAT & Computer Algebra

[FMCAD'19]

: Computer Algebra :

Qp—1,.-.,00 bn1,-..,bo i Qp—1,.-.,0y bn1,...,0 &

Partial Product Generation E Partial Product Generation E

Partial Product Accumulation . : Partial Product Accumulation .

Adder Substitutgon .
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AMulet

Computer Algebra Systems [FVISD'19]
B Mathematica, Singular

B Algorithmic power
(e.g., Mathematica has > 5000 built-in functions).

B Easy to use.

B Designed for general purposes.

AMULET [FMCAD’19, Vampire'19]

B Automatically applies adder substitution and
circuit verification.

B Designed to make use of properties of polynomials.

B On-the-fly reduction of Boolean value constraints.

! Verify
o AMuLET  |.aig | AMULET
alg - . — .
I substitute verify
! J.cnf
I
| CADICAL
| SAT solver

24



daniela@daninovo:~/algprop/src/amulets ./amulet ../benchmarks/btor/btor512.aig -verify -vill



daniela
[anulet
[anulet
[anulet
[anulet
[anulet
[anulet
[anulet
[anulet
[anulet
[anulet
[anulet
[anulet
[anulet
[anulet
[anulet

‘amulet

daninovc

AMulet Version 001

Alger multiplier exanination tool

Copyright (C) 2619, Daniela s, Johannes Kepler University Linz

reading '../benchmarks/btor /btor512.

found regular multiplier: N * N = 2N

MILOA 2092544 1624 © 1624 2091520

assuning ordering as in BTOR generated benchnarks

(a[o], a[1], ..., a[511]) = (input[0], input[2], ..., input[1622])

(b[e], b[i] , bIs11)) = (lnput[i] input[3], ..., input[1623]
s[o], s[io (output[n], ..., output[1023]

naxinin level of variables is

found 262144 partial products

assuning sinple pp generator

assigning slices to variables

totally merged 261120 variable(s)

totally promoted © variable(s)

G

i~[algprop/src/anulets ./amulet ../benchmarks/btor/btor512.aig -verify -vi



daniela@daninovo:~/algprop/src/amulets ./amulet ../benchmarks/btor/btor512.aig -verify -vi

amulet] AMulet Version 001

anulet] Alger nultiplier examination tool

anulet] Copyright (C) 2019, Daniela s, Juhannes Kepler University Linz

anulet] reading ../hen(hmarkslhtur/hturslz

anulet] found rsgular multiplie N

Iulet] WILOR 632544 1026 b lozé 2691520

anulet] assuming ordering as in BTOR gsnerated benchnarks

anulet] (a[e], a[l], o a[su] = (input[e], input[2], ..., input[1022])

amulet] (b[e], ., b[s11]) = (\l\put[’l] input[3], ..., input[1623])

anulet] (s[o], ..., s[1623]) = (uutput[ﬂ], ..., output[1023]}

anulet] maximun level of variables is

amulet] found 262144 partial products

anulet] assuning simple pp generator

anulet] assigning slices to variables

anulet] totally merged 261120 var\alﬂe(s)

anulet] totally promoted © variable(s)

amulet] filled 1624 slices

anulet] ordered 2093568 variables

amulet] decomposed 523775 variables

anulet] final reduction startsd

anulet] current spec is 12037680: 11246423715319737062188883946712432742638151 4
7534117123144ﬂ73595555527ﬂ413515551575255342293149119973522959239E55152417575154512112ﬂ555ﬂE*s‘m23'

[anulet] reduced by slice 1023

[anulet] after reducing by slice 1623

[anulet] remainder is 11 1532863671504 12037680: 1124642371531973766: T 151 4760425
440 361858 1491199 152417676164512112065608+ . 11 11532863671 12037680,
82939488440720831124642371531973706211 46712432742638151 e 4419075341171231440 3618581 14911 152417575154512112u555us-
L] aint: gt o OBFmem 697256 66431 43316895137524078317711933060 62321185765986853109444197335621637131 4900311 o
1251422095376 1 114846 11532863671 0481 12037680
29354854407 208112464237 1391573706 46712432742638151 4 et 64136185816 152417678164812112068608* 1.
6 355766431 628943316895137524078317711933060 10 ~441973355215371319ﬂ755549ﬂﬂ31152352955327ﬂ73sﬂ212514422ﬂ953757ﬂ55551572ﬂ3584752775352ﬂ55ﬂ929ﬂ53752757114
114846 11%a51 11 1 11532863671 12037680,
638151 4 41171231440 4136185816 14911997 152417678164812112066668;
[anulet] reduced by slice 1022
[anulet] after reducing by slice o
L] rema\ndsr is 697256 66431 43316895137524078317711933060 62321 10944419733562163713190755549003115235298632767380212
7671 114846 1 28371 66431 6289433168951
4145974422“35ﬂ4155523211557559555531ﬂ944‘u’l T 6327673802125144: 767 15720368478277 762767114657455998681148461 4304*1418507 46567431157 4 4
12037680, 1124642371531973766: 12432742638151 7534117123140 413618581 4
93149119973622959239555152417575154512112%55“5'
[anulet.
[amulet] current spec is B A L T e i L AT S e L R B e
8625 184239138 38104419541203028017152*51621 e T R L L L
10 ~441973355215371 CRe e 02125 157203684782 304*
6 355766431 6289433168951375240 62321 10 ~441973355215371319ﬂ755549ﬂﬂ31152352955327ﬂ73sﬂ212514422ﬂ953757ﬂ55551572ﬂ3584752775352ﬂ55ﬂ929ﬂ53752757114
14846 Tatas072- 224711541557759455455153145sAsszsusmzzmzzz577553215917575u14471555447555752 983924169707348721161802077: 209866781081856
e 60184: 04419541203028017152*b511*a510- 22471154155775945545515314554552Eﬂ917ﬂ22471223577EE3215917E75ﬂ14471555447555752ﬂ39155
70734872110180207751 1081856 77745ms5751754931535359m525721 18423913881 3s1ﬂ44195412ﬂ3ﬂ25ﬂ17152*h51ﬂ*a
51 11 11532863671 0481 120376 1124642371531973706: 467124 151 117123
144ﬂ73595555527ﬂ413515551575255342293149119973522959239555152417575154512112“556“5'

[anulet] reduced by slic

[anulet] after reducing hy e

[anulet] remainder is 224711541557759455455153145545525ﬂ917ﬂ224712Z3577553215917575“14471555441 6876 41697073487211018020778116059 472209866781081856595377774501557617649316353690106

25721104 184 Ju~4195412ﬂ3ﬂ25ﬂ17152“\4155“35 22471154155775945545515314554552Eﬂ917ﬂ22471223577553215917575ﬂ1447155544
020 1 1081 '4501557617649316. 690106 60184 13881 44195412“3“25“17152“\4155“35 2247115415577594854551531455455

2809170224712236778832159178760144716584475687620391! 3457211“15“2ﬂ775115ﬂ592552993425554722“955575’mE15555953777745“155751754931535359“1“5257211“4 13881 13835!
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[anulet
[amu\st] current spec is 11 44233081 574424314045851123561183894160 10013200071174¢ 13277361 1768450
1 1 4 11 unmsuﬂﬂssm*smzﬂ 224711541957799499455153149945529391732247122357799321591797531447155944
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[amulet] reduced by slice 1005
[anulet] after reducing by slice 1005
[anulet] remainder is -342882 70349601 495397457 1075438200012427851 1978234812210
4871994746221205567605618932974062744660132662' 1378220032%14182316-342882
E549142154ﬂ4939515“545239ﬂ3543937259ﬂ51557943753915334743573519955755455945335285974571994745221255557EHSE

1 ;4215454939515554523953543937259%15s79437539153347435735199557554%94533525597
76349601 4953974 7575435255512427 1 481
4062744660132662 1375225532*14152315 34288275429960554270349601569920057937964
9539745770754382000124278512336359979559197823481221 491421540493951506482390354; 7259ﬂ515579437539153347435735199557554ﬂﬂ9453352559745719947452212ﬂ5557EHS51593Z974ﬂ5Z74455ﬂ132552752872559593493551
33754612883980378790581378220032+14182320 - 3428827 70349601 4953974577075438200012427851 97955919782348122102267 1421549493951 590616879437539153347438736199
587654009: 974871994746221; 1 7406274466013266278207285969349365133754612683980378790581376220032+ 14182322 . 3428827 54299605542103496015699200579379649539745770754362000 124278512336359979559167623481221020674600630
29533361 1421540493951 16879437539153347438736199587654009: 974871994746221; 1 7406274466013266278287285969349365133754612883980378790581378220032+14182324 - 3428827 542996055427034
9601569920057937964953974577075438200012427851; 9559197823481; 1 1421540493951506482390354393725906168794375391533474387361995 9748719 7406274466013266
54612883980378790581378220032*14182326- 342882 70349601 4953974577075438200012427851. 19782348122 1 1421540493951 1687943
75391533474387361 487199474622 18932974062744660132662 1 6. 1378220032*14182328-342882 49601 4953974577075438200012427851233635997955919782
3481221022674600830295333617006984059886491421540493951506482390 35439372590616879437539153347438736199 58765400945338288974871994746221205567605618932974062744660132662 980378790581378220032+14182330-342
882 70349601 495397457767 5438200012427851233635997955919782348122102267460083029533361700698405988649142154049395150648239035439372590616879437539153347438736199 587654009453382889748719947462212055676056189
3297406274466013266. 36513375461 1378220032*14182332 -342882 70349601 495397457767 5438200012427851. 197823481221 1 1421549493951506482390
354393725906168794375391533474387361 4 4871994746221 1 74062744660132662 36513375461 1375225532*14152334 342882 70349601 4953974 7n754352mu12427ss
PEELE 23481; 1 142154049395150648239035439372590616879437539153347438736199587654009 974871994746 1 74062744660132662
220032*14182336-342882 70349601 37964953974 77575435255512427551 19782348122 ;4215454939515554523953543937259551557943753915334743s7361995s755455945335255974571994
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154n4939515n545239u3543937259n5155794375391533474357351995575545n94533s25s974571994745221255557@55159329745527445551325 1378220032*14182340-342882
770754382000124278512336359979559197823481221022674¢ 1 4( J42154ﬂ4939515ﬂ545239ﬂ3543937259ﬂ515579437539153347435735199557554ﬂﬂ9453352559745719947452ZlZﬂSSﬁ?ﬁﬂSﬁlES3297‘mﬁ2744ﬁﬁﬂ1325527525725595934935513375451
2883980378790581378220032*14182342 - 342882 70349601 495397457767 5438200012427851. 1978234812210226 1 1540493951506482390 354393725906168794375391533474387361995876540
871994746221, 4062744660132662 13375461; 1375225532*14152344 342882 70349601 495357457707 543620001242785123363599795591976234812210226746008302953336
17006984059886491421540493951506482390354393725906168794375391533474387361 4871994746: 4062744660132662 378220032*14182346 - 34288275429960554270349601569
92ﬂEI579379549S3974577ﬂ7S43SZﬂﬂﬂlZAUSSlZBZE!SQQN559197523451221ﬂZZ5745mﬂS3ﬂZ95333517ﬂﬂ59§4ﬂ59§§549142154ﬂ4939515ﬂ54§239ﬂ3§43937259ﬂ515S79437539153347438735199557554ﬂﬂ94 338288974871994746221. 18932974062744660132662782872
19782348122 1 142154049395150648239035439372590616879437539153

85969349365133754612883980378790581378220032*14182348-342882 70349¢ 39745770754382000124 27!
347435735199557554ﬂﬂ9453352559745719947452212ﬂ55575ﬂ5515932974ﬂ§274455513255275 13375461 137522ﬂ532*1415235ﬂ 342882 76349601 37964953974 7757543E2ﬂﬂﬂ’l24275512335359979559197523451221
1 1421540493951 25906168794375391533474387361 487199474622120556 76056 7406274466013266: 1378220032%141823. 72331
692505311 1100821334125 017343908 3061 160475804314319904308 174157756 11336729132607137843 137060269 365670 6231654167 334007075112070931 32439 13801 339987 702165428 7961427490523 5675801787029657845067 557265071
2. '458433417637937541337644 7197ﬂ21ﬂ4515515ﬂ5ﬂ5,
[anulet]
[amulet] current spec is 17144137714980277135174: 21 19100006213925616817998977959891174061051133730041514766680850349202994324571077024697575324119517'
487435997373110602 25668773064419960: 110016*51004 -34288275429960554270349601569920057 4953974577075438200012427851 119782348122102:
549142154ﬂ4939515ﬂ545239535439372595515579437539153347435735" 4871994746221 4 7446601326627828 13375461 1378220032%14182316- 34255275429Qﬁﬂ5542753495ﬂ156992ﬂﬂ579379549
53974577075438200012427851233635997955919782348122: 1 1421540493951 168794375391533474387361 4871994746221 4 7446601326627828728596934936513
3754012683980378790581376220032+14182318- 342862 70349601 4953974577075438200012427851233635997955919782348122. 1 1421540493951 168794375391533474387361995
4871994746221 4 744660132662 13375461 7522ﬂ532*1415232ﬂ'342552 76349601 3’ 495397457707543820001242785123363599795591978234812210226746008302
9533361 1421540493951 37259ﬂ515579437539153347435735“ 4871994746221 4 74466013266 13375461 378220032*14182322 - 34288275429960554270349
60156992005793796495397457707543820001242 919782348122 142 154ﬂ493951 13725906168794375391533474387361 4871994746221 18932974 744660132662
7525725595934935513375451255395n37mnsmmznmz*mszaza 3478827542990055421634960150992005793796495397457707 543820001242 78512336 35997955919787 34812210 61 4 49142154049395150648239035439372590616879437
5391533474387361 11893297406274466013266! 16934936513375461. 980 '90581378220032*14182326-342882' 70349601 4953974577075438200012427851 6359979559197823
48122 J42154ﬂ493951 168794375391533474387361 4871994746221 11893297406274466013266! 16934936513375461. 1378220032%14182328-3428
8275429960554270349601569920057937964953974577675438200012427851233 19782348122 1421540493951 168794375391533474387361 4871994746221
1 9559197823481, 1 14215404939515064823903

297406274466013266: 13375461; 98581378220032*14182330 - 3428827542995555427534955155992555793795495397457757543825551242
543937259n51557sm375391533474357351 3 4871994746221, 744660132662 13375461; 1375225532*14152332 342882 70349601 4953 4577575435255512427551
8234812210 42154msz39515ms4sz3sm3543513725955155794375391533474357351 3 4871994746221, 4
25532*14152334 3425527542995555427nzassmssssznns7937954953974577n754352mn12427551 1 J4215454939515554523953543937259%15579437539153347435735199557554559453352559745719947
46 4 33754612883980378790581378220032*14182336 - 342882 7034960156992005 4 4577075438200012427851233635997955919782348122.
54ﬂ49395155645239535439372595515579437539153347435735“ 4871994746221, 1893297406274466013266: 69349365133754612883980378790581378220032*14182338 - 3425sz754299sn55427n3495n155992nns793795495397457
7075438200012427851233 82348122102267- 1421549493951 168794375391533474387361 4871994746221, 1893297406274466013266278287285969349365133754612
s539sn37s79n551375225532*14152345 3425527542995555427534955155992nn57937954953974577575435255512427 1233 1978234812210226 1421540493951 15579437539153347438735199557554ﬂﬂ

13375461; 1378220032+14182342- 3425527542995555427nz495n155992nns793795495397457m75435255512427 1

7006984059886491421540493951506482 390354393725906168794375391533474387361 4871994746221, 4062744660132662 13375461; 1375225532*14152344 3425s27sazsssnssazmzassmssss
4577075438200012427851 10 421545493951555452395354393725955155794375391533474357351 3 4871994746221 40627446601326627828728

97823481,
13375%1 980378790581378220032*14182346- 3425527542995HS54Z?ﬂ3495ﬂ155992ﬂﬂ57937954953974577ﬂ754352ﬂﬂﬂ1242 4 491421 540493951506482390354393725906168794375391533
474357351 48719947462212055676056 4 375461; 1378220032*14182348-342882 7034960156992005 495397457707543820001242785123363599795591978234812210
226 1421549493951 5sm515s?sz4375391533474357351 48719947462212055676056 7406274466013266: 6934936513375461. 1375225532*14152355 34288275429
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[amulet]
[anulet] current spec is 512*59+1024*12696-1024*12702-1024*12704-1024* 12706 1024*12708- 1024*12710- 1024*12712-1024*12714-1024* 12716 512*b9*a0- 512*b8*a1- 512*b7*a2- 512*b6*a3 - 512*b5*ad-512*ba*a5- 512*b3*a6 - 512*b2*a7 - 512#b1*a8- 512*b0*a9
+8192;

anulet] reduced by slice 9
anulet] after reducing by s

anulet] remainder is slz*lzsﬁﬂ 512*12555 512%12568- 512*12570-512*12572- 512*12574-512*12576 - 512*12578+3584;
anulet
amulet] current spec is 256*s8+512+12560-512+12566-512+12568-512+12570-512+12572-512+12574-512*12576 - 512+12578-256+b8*a0 - 256+b7*a1- 256*b b b b
anulet] reduced by slice

anulet] after reducing by slice 8

amulet] remainder is 256*12440-256+12446-256*12448-256+12450-256+12452-256+12454-256*12456+1536

anulet
amulet] current spec is 128*s7+256+12440-256*12446-256+12448-256%12450-256+12452-256*12454-256*12456 - 128*b7*a0-128+b6*a1- 128+b5*a2- 128*b4*a3-128*b3*ad-128*b2*a5- 128+b1*a6 - 128*b0*a7+1536
anulet] reduced by slice 7

anulet] after reducing by

anulet] remainder is 125*\2335 126912302-126412344- 12841 2346- 12612348 128+12356+640;

anulet
amulet] current spec \5 54*55»125*\2335 128+12342-128%12344-128+12346 - 128+12348-128+1 by b5*a1-64*ba*az-64*b: b2*ad-64*b1 B
anulet] reduced by slic

anulet] after reducing by s

anulet] rematnder Ls 84+12240- 54*\2254 64*12256- 64*12258-64*12260+256;

anulet
anulet] current spec \s 32*55»54*\1245 64*12254- 64+12256-64+12258- 6412260~ 32*b5*a0 - 32#ba*al-32+b3*a2 - 32+b2*a3- 32+b1 *ad-32+b0*a5+256;
anulet] reduced by slic

anulet] after reducing by

anulet] remainder is 32*\2175 32*\2152 32+12184-32+12186+96;

anulet
anulet] current spec is 15*54032*\2175732*\2152732*\2154732*\2155715*b4*aﬂ715*b3*31715*b2*32715*b1*33rlﬁ*bﬂ*a409m
anulet] reduced by slic

anulet] after reducing by

anulet] remainder is 15*\212u for1126- 16+12128+32;

anulet
anulet] current spec is 8¥s3+16%12120-16%12126-16*12128-8*b3*a0 -8*b2*al-8*b1*a2-8*b0*a3+32;
anulet] reduced by slice 3

anulet] after reducing by s

anulet] remainder is s*\zusu s*\zusaos

anulet
anulet] current spec is 4%s2+8+12080-8+12086-4*b2*a0-4*b1*a1-4+b0*a2+8;
anulet] reduced by slice 2

anulet] after reducing by slice 2

anulet] remainder is 4*12056;

anulet
amulet] current spec is 2#s1+4+12056-2+b1*a8-2+bo*al
amulet] reduced by slice 1

anulet] after reducing by slice 1

anulet] remainder is 0

anulet
anulet] current spec is sm be*ae;
anulet] reduced by slice

anulet] after reducing by slice o
anulet] remainder is o

b; 256*b1*a7- 5

amulet

amulet

anulet] final remainder is @

amulet

amulet] CORRECT MULTIPLIER

amulet

anulet] maximun polynonial size is: 1540 monomials
amulet] maximun resident set size: 1711.02 M8
amulet] used time for reading/slicing/ordering: 56.39 seconds
anulet] used time for decomposition: 26.19 seconds
anulet] used time for elimination 0.00 seconds
anulet] used tine for reduction: 1047.45 seconds
anulet] used process time: 1124.03 seconds

danielagdaninovo:~/algprop/src/amulets |




Proofs

Multiplier

Polynomials

Specification

B={

@ — ag * bo,
Y —a1*bi,
so—axy,

}

Verification

!

Correct?

Problem:

B Can we trust our own implementation?

Bl [s the verification process correct?
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Proofs

Multiplier

Polynomials

Specification

B={

@ — ag * bo,
y— a1 xby,
so—T*y,

}

Verification

!

Correct?

Problem:
B Can we trust our own implementation?
Bl [s the verification process correct?

Solution:
Validate result of verification process.

B Generate machine-checkable proofs.
B Check by independent proof checkers.
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Practical Algebraic Calculus

a c G(C) ={-b+1—a, —c+ab}
L;)FD B(C) ={-a*+a)

Spec =c¢
[SC2'18]
* : -bt+l-a, a, -a*xbta-a"2;
* : -a”2+a, -1, a~2-a;
+ : -axb+a-a”~2, a~2-a, -a%*b;
+ : -axb, -c+axb, -C;
*¥ 1 -c, -1, c;
[FMCAD’19] [Submitted]
* ; -bt+l-a, a, -axb; 3 * 1, a, -ax*b;
+ : -axb, -ctax*b, -C; 4 + 3, 2, -C;
* 1 -C, -1, c; 5 * b5, -1, c;
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194936 +: 129905, 194935, -1540+1536%1534*1520-1536*1534-1536*1520-1534*1520+1534+152
194937 *: 129909, 1530-1, -1532+1530+1532+1530*1528+1526- 1530*1528- 1530+1526+1530 - 1525*15254525‘1525 1;
194938 +: 129908, 194937, -1534+1530%1528%1526-1530¥1528- 1530*1526-1528+1526+1528+1521
190599 *: 129962, Lsad 1, 1546 Lsady1saersagrlsiovlsaz, 154a-Lsao. LSairsiaetoas 1sdotsazelsaorlsa-1;
T T S R R D R IR TR,
194341 +: 129914, 129915, —s1+1szz~15201 2-152
194932 *: 129916, 2001522415204 5184 1516152041516 1520+ 1516+1520- 1518+ 516+ 518+1516-1;
194943 +: 194941, 194942, R A i AT 1518+1516+1518+1516;
949 129920, 129921, -s0+b6*a0;
194935 11 b 1 11 ¢
865809
194936 *: 129926, 71976963317 ) 7197696331 & 7197696331 125983412598
21 7197696331 1259834+1. 7197696331 t i
9832+1. 7197696331 it 7197696331
194947 *: 4, 11 5 1 U 11 125983441
194948 *: 7 7197656331 125 11 7197696331
v 7197696331 7197696331 1259834+1255832+ 11 2598
34412 7197696331 it 7197696331 11 t
t 11, 1259832+1. 7197696331 v v
0197e282409504+ 1259832
194949 * 11 v 11, v 7197696331
11 1259832+1259828* 11 9832% 197696331
2409984+, 7197696331 L 641 7197696331 1, 7197696331
7157696331 641 7197696331 i 7197596331
78282409984
50 *: 16, 7197696331 125982641, 7197696331 L 7197695331
7197696331 4125982641 7197696331 1255828+1. 7197696331
7197696331 1259826+1. 7197696331 1259826;
2 7197656331 5 7197696331 L 7197696331
194945, 194947, 7197696331 U 7197636331
4+1259834+125983241; 11 4 7197696331 1259834+1. 7197696331
i 11; i 7157696331
L 7197696331
194953 +: 194948, 194949, 7157696331 4+1259832+125¢ 11 125983441, 71976963317496166410
1259834+1. 7197696331 7197696331 t t 719769633174961664
1259826+1. 7197696331 it 197696331 t 963
31 1259826+12: L 7197696331
194954 +: 194950, 194951, 7157696331 1259826+125! 7197696331 U U 71976963317496166410
7197696331 1259826+ 7197696331 3
194955 +: 194952, 194953, 7197696331 11 L 7197636331
44125 7157696331 7197696331 v 7197596331
1259826+1. t 7197696331 1259824;
1949:5 : 194955, 194954, 7197696331 11 U 7197636331
7 v 7197696331 A
ety , -14474011 $253-14474011 125981612598
441, 1259816+1. 1447401 v 1 i
sm e e t 1
194958 *: 13, 17197696331 , 28945 17197696331 1253522-2894: 17197696331 9816125981
7197696331 7197696331 t 1
194959 *: 16, -14474011 1259814+1. 7197696331 1
, 14474011 1259816+1259814+ 1. 7197696331 i
m-lzssm 14474011 1259816+1. . 1 1 t
7197696331 14+1259810- 14474011 1259814+1. 1
000969141204992+1259814;
194960 *: 129929, 71976963317 1259810+, 7197696331 v
992, 7197696331 1259814+1259810; 7197696331 14+1259810- 14474011
1204992+1. 1259810+1259806*1259808- 14474011 1259810+1259806- 14474011
08-14474011 1259806+1. 1 i
21sa»oosesuvmssz'usseoe
1259806 08-14474311: 06.-14474011:
7197696331 -14474011 1259810+1259806* 1 L
816+, 1259810+1. 7197696331 i 1 H
59806+1259808
*: 20, 7197696331 5 7197696331 U 7197696331 02412
7197696331 7197696331 v 1
194563 »: 109531, 1247011 , -14474011 v -14474011 1259802+1.
1 125980: 0-14474311° 1
1259790-14474011; 1
194964 +: 23, 14474011 00+1 7197696331 1
1 , 14474011 1259802+1259800+ . 7197696331 i
862+1259796- 14474011 1259802+125979) - 14474011 1 t
001 7197696331 00+1259736- 14474011 1 ; 1

671,
898989141204992+1259800;




Proof Checker

PACTRIM [SC218, FMCAD'19]

B Written in C (~ 2000 lines of code).
B Supports older PAC formats, where antecedents are given explicitly.

PACHECK [Submitted]

B Written in C (~ 2200 lines of code).
B Supports new calculus.
B Backward compatible to older PAC formats.

PASTEQUE [Submitted]

B Implemented and verified using Isabelle/HOL by M. Fleury.
B Supports new calculus.
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M. Ciesielski, C. Yu, W. Brown, D. Liu, and A. Rossi. Verification of Gate-level Arithmetic Circuits by
Function Extraction. In DAC, 2015.

B C. Yu, M. Ciesielski, and A. Mishchenko. Fast Algebraic Rewriting Based on And-Inverter Graphs.
IEEE TCAD, 2018.

M. Ciesielski, T. Su, A. Yasin, and C. Yu. Understanding Algebraic Rewriting for Arithmetic Circuit
Verification: a Bit-Flow Model. IEEE TCAD, 2019.

B A. Sayed-Ahmed, D. GroBe, U. Kiihne, M. Soeken, and R. Drechsler. Formal Verification of Integer
Multipliers by Combining Grébner Basis with Logic Reduction. In DATE’16.

B A. Mahzoon, D. Grof3e, and R. Drechsler. PolyCleaner: Clean your Polynomials before Backward
Rewriting to verify Million-gate Multipliers. In ICCAD’18.

A. Mahzoon, D. Grol3e, and R. Drechsler. RevSCA: Using Reverse Engineering to Bring Light into
Backward Rewriting for Big and Dirty Multipliers. In DAC’19.

B A. Mahzoon, D. Grof3e, C. Scholl, and R. Drechsler. Towards Formal Verification of Optimized and
Industrial Multipliers. To appear in DATE, 2020.
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Evaluation — Verification

Verification time (sec)
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FMSD'19 - Mathematica
—#— FMSD'I9 - Singular
—#— FMCAD'19 - AMulet
—8— ABC
—#— RevSCA
—<— RevSCA-2.0

SHN

0 25 50 7 00 125 150

#Instances

175

Comparing our approaches to most
recent related work.

B Our work
[FMSD’19] [FMCAD’19]

B Yuetal. [ABC]

B Mahzoon et al.
[RevSCA] [RevSCA-2.0]

B 192 different multipliers
B Input bit-width n = 64
B Time-limit: 300 sec
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Evaluation — Verification

RevSCA - 2.0 (sec)

10" 4

107 4

g 10!

AMulet (sec)

Detailed comparison of

AMULET and

RevSCA-2.0 on the same benchmarks.

O Multipliers using a

o “(7,3) counter tree” or a

o “redundant binary addition tree”.

O Remaining 144 benchmarks.

AMULET

total
solved TO
solved 141 21 162
RevSCA-2.0 | TO 8 10 18
buggy 1 11 12
total | 150 | 42 192
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Evaluation — Certification & Proof Checking

30

Proof checking time (sec)

—&— FMSD'19 - Singular
—&— FMSD'19 - PacTrim
—5— FMCAD'19 - PacTrim
—— Submitted - Pacheck
Submitted - Pasteque

4 60 80 100 120
Bit-width

Comparison of our approaches
[FMSD’19] [FMCAD’19] [Submitted]

None of related work generates certificates.

B Array ripple-carry multiplier
B Input bit-width n in [2, 128]
B Time-limit: 300 sec
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Evaluation — Certification & Proof Checking

Verification Tool AMulet & Proof Checker Pacheck.

multiplier | bit-width Verify Certify Check total AIG size | proof length
btor 512 18m 44s 23m 03s 6m 34s 29m 37s 21M 7.8M
kjvnkv 512 13m 03s 15m 26s 9m 13s 24m 39s 3.1M 12.3M
sp-ar-rc 512 13m 00s 15m 35s 9m 46s 25m 21s 3.1M 12.3M
sp-dt-If 512 26m 25s 25m 19s 11m 28s 36m 47s 3.1M 12.3M
sp-wt-bk 512 26m 34s 26m 09s 11m 30s 37m 39s 3.2M 12.4M
btor 1024 2h 58m 40s 3h 38m 31s 51m 23s 4h 29m 54s 8.4M 31.4M
kjvnkv 1024 1h 32m 50s 2h 52m 07s 1h 11m 56s 4h 04m 03s 12.6M 49.2M



Impact

Contributions:

B 10 publications (6 peer-reviewed, 2 invited papers, 1 technical report, 1 submitted)
B AMULET: Reduction engine for multipliers given as AlGs [FMCAD'19]
B PACTRIM, PACHECK: Proof checker for PAC [SC2'18, Submitted]

Awards:
B 2017: Best Paper Award [FMCAD17]
Thesis: Formal Verification of Multiplier Circuits using Computer Algebra

B 6 publications (4 peer-reviewed, 1 invited paper, 1 submitted):
[FMSD’19] [SC2'18] [FMCAD’19] [Vampire’19] [DATE’20] [Submitted]

B Extended with additional unpublished material.
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Conclusion

Contributions covered in this talk:

1. Precise formalization of circuit verification including soundness and completeness proofs.
2. Fastest approach for multiplier verification:

O Incremental Verification
[J Variable Elimination
[J SAT and computer algebra
3. Unique: Generation of proof certificates.

What | did NOT talk about today (but is part of my work):

B Generalization to more general polynomial rings that allow modular reasoning.
B Equivalence checking.

B Combining proof certificates from SAT and computer algebra.

B Adding extensions and deletions to PAC.
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