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Plan

Mon An invitation to SMT with Z3

Tue Equalities and Theory Combination

Wed Theories: Arithmetic, Arrays, Data types
Thu Quantifiers and Theories

Fri Programming Z3: Interfacing and Solving



Part 1

|.  Satisfiability Modulo Theories in a nutshell
Il. SMT solving in a nutshell

I1l. SMT by example



Takeaways:

* Modern SMT solvers are a often good fit for
program analysis tools.

— Handle domains found in programs directly.

* The selected examples are intended to show
instances where sub-tasks are reduced to
SMT/Z3.
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Background Reading: SMT
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RACT

hint satisfaction problems arise in many diverse ar-
ng software and hardware verification, type infor-
atic program analysis, test-case generation, schedul-
1z and graph problems. These areas share a
1 trait, they include a core component using logical
s for describing states and transformations between
"he most well-known constraint satisfaction problem
wsitional satisflability, SAT, where the goal s to de-
ether a formula over Boolean variables, formed using
onnectives can be made true by choosing true/ false
or its variables. Some problems are more naturally
v using richer languages, such as arithmetic. A sup-
theory (of arithmetic) is then required to capture
ning of these formulas. Solvers for such formulations
imonly called Satisfiability Modulo Theories (SMT)
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SMT solvers have been the focus of increased recent atten-
tion thanks to technological advances and industrial applica-
tions. Yet, they draw on a combination of some of the most
fundamental areas in computer science as well as discover-
ies from the past century of symbolic logic. They combine
the problem of Boolean Satisfiability with domains, such as,
those studied in convex optimizgation and term-manipulating
symbolic systems. They involve the decision problem, com-
pleteness and incompleteness of logical theories, and finally
complexity theory. In this article, we present an overview of
the field of Satisfiability Modulo Theories, and some of its
applications.
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One Microsoft Way
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key driving factor [4]. An important ingredient is a common
interchange format for benchmarks, called SMT-LIB [33],
and the classification of benchmarks into various categories
depending on which theories are reguired. Conversely, a
growing number of applications are able to generate bench-
marks in the SMT-LIB format to further inspire improving
SMT solvers.

There 1= a relatively long tradition of using SMT solvers in
select and specialized contexts. One prolific case is theorem
proving systems such as ACL2 [26] and PVS [32]. These use
decision procedures to discharge lemmas encountered during
interactive proofs., SMT solvers have also been used for a
long time in the context of program verification and ertended
static checking [21], where verification is forused on assertion
checking. Recent progress in SMT solvers, however, has
enabled their use in a set of diverse applications, including
interactive theorem provers and extended static checkers,
but also in the context of scheduling, planning, test-case
generation, model-based testing and program development,
static program analysis, program synthesis, and run-time
analysis, among several others,

We begin by introducing a motivating application and a
simple instance of it that we will use as a running example,

1.1 An SMT Application - Scheduling

Consider the classical job shop scheduling decision prob-
lem. In this problem, there are n jobs, each composed of
m tasks of varving duration that have to be performed con-
secutively on m machines. The start of a new task can be
delayed as long as needed in order to wait for a machine

tn horamo awvailahle hot tacks cannnt ha intorrntod aneo
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SMT IN A NUTSHELL



Satisfiability Modulo Theories (SMT)

Is formula ¢ satisfiable

modulo theory T ?
-

SMT solvers have
specialized algorithms for T




Satisfiability Modulo Theories (SMT)

X + 2 =y:>\ a,x,3),y —2)) =y—x+ 1)

Array Theory Arithmetic Uilsisrorsise
Functions

select(store(a,i,v),i) =v
i + ] = select(store(a,i,v),j) = select(a,j)



../tutorial/ex1.py
../tutorial/ex1.py.txt

SMT SOLVING IN A NUTSHELL



Job Shop Scheduling

Machines

Tasks

Jobs




Job Shop Scheduling

Constraints:
Precedence: between two tasks of the same

N
3 1
4\\ /

Resource: Machines execute at most one job

at a time \
AR
/ :
/

N

N

|start,,..end,,| N [start,,..end, | = @



Job Shop Scheduling

Constraints:
Precedence

Resource:

[startz,z. : endz,z] N [StClT't4'2. : end4,2] =

Encoding:

- start time of
job 2 on mach 3

d, 3 - duration of
job 2 on mach 3

t,3+dy3 < tyy

tro +dyo Sty
V
tao +dyn <t



Job Shop Scheduling

d;; | Machine 1 Machine 2
Job 1 2 1
Job 2 3 1
Job 3 2 3
max =28
Solution

N1=3tr=7hH1=2
h1=6,131=0,130=3

Encoding

(= 0)A (=t +2)A (0 +1<8) A
(b1 =0)A(ha=h1+3)A(h2+1<8) A
(31 =2 0)A (B =2h1+2)A (B2 +3<8) A
(hp1=2h1+3)V(h1=2H11+2)) A
(h1=2B1+2)V(B1=H1+2)) A
(h1=261+2)V(s1=2h1+3))A
(pzha+1)V(ha=ha+1)) A

(2 =B2+3)V(Ba=ha+1))A
((ha=262+3)V(B2=h02+1))



Job Shop Scheduling

(1 =z0)A(ha=2h1+2)A(Ha+1

< 8) A

(b1 =0A(ha2=2h143)A(2+1<8) A

(1 =0)A (532 =261 +2)A (52 +3
(ha=hi1+3)V(hi=H1+2)) A
(ha=B1+2)V(B1=0H1+2))

(b1 =t1+2)VI(E1=H1+3)) A
((f1y = ha+1)V(ba=Ha+1)) A
(2 =tk2+3)V(Ba2=H2+1)) A
((h2=2h2+3)V(Ba=2ha2+1))

z - t; = 0O
z - ; < 0
z - tj; < O
ty, - Z < b
tgs — taz < -2
thay — iy < -3
thy, - tp < -2

< 8) A

case split

case split

Efficient solvers:
- Floyd-Warshal algorithm
- Ford-Fulkerson algorithm

z —z=5-2-3-2=-2<0



THEORIES
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Theories Research
Z3

Is this formula satisfiable? Ask z3!

(declare-sort () A)
(declare-fun £ (&) A))
(declare-const a A)
{assert (= a (f (f a))))

Uninterpreted functions (assert (= a (F (F (£ 2)))

(check-sat)

(get-model)

(echo "Adding contradiction™)
(assert (not (= a (f a))))
(check-sat)



../tutorial/ex3.py

Theorie:z3py fsearh

Explore the 73 API using Python
1 ti11, ti12, t21, t22, t31, t32 = Ints({"t11 t12 t21 t22 €31 t32")

2
3 s = Solver()
4
5 s.add(And([t11 >= @, t12 »>= t11 + 2, t12 + 1 <= 8]))
. 6 s.add(And([t21 >= @, t22 »>= t21 + 3, t22 + 1 <= 8]))
U nmterpreted fUNCt - Conacon o o) 132 5= 131+ 2, 32 + 5 <= 1))
8
. . . 9 s.add(Or(tl1l >= £21 + 3, t21 »>= t11 + 2))
Ar|thmet|c (I|nea r) 18 s.add(Or(t1l >= t31 + 2, t31 >= t11 + 2))
11 s.add(Or(t21 »>= €31 + 2, t31 >= t21 + 3))
12 s.add(Or(t21 >= £22 + 1, 122 >= t12 + 1))
12 s.add(Or(t12 »>= €32 + 3, t32 »>= t12 + 1))
14 s.add(Or(t22 »= £32 + 3, t32 »>= t22 + 1))
15 |

16 print "»»", s.check()
17 print "»»", s.model()
18
19

‘" shortcut: Alt+B

________________________________________________________________________________________________

camnlac shand 720vw - Dawthoan intarnfars Fan thae 72 Thanram [


../tutorial/scheduling.py

arch

Theories Z3pY

Explore the 73 API using Python

1
2
3 ox = BitVec('x", 32)
4 powers = [ 2**i for i in range(22) ]
5 fast = And(x != 8, x & (x - 1) == @)
6 slow = 0Or([ x == p for p in powers ])
Uninterpreted functions
9 prove(fast == slow)
[] h [] I- 18
Arlt metlc ( Inea r) 11 print "buggy version..."
12
. 13 fast =x & (x - 1) == ¢
Bit-vectors 14
15
16 prove(fast == slow)
17
18
19
28

tutorial ‘=" shortcut: Alt+B

Eproved
i buggy version...
 counterexample

......................................................................................


../tutorial/ex4.py

Theories

Uninterpreted functions
Arithmetic (linear)
Bit-vectors

Algebraic data-types

z3py

arch

Explore the 73 API using Python

1
2
3
4
5
]
7
a8

9
1@
11
12
13
14
15
16
17
18
19
28
21

List = Datatype( 'List")
List.declare('cons", {'car’, IntSort()), (' cdr’,
List.declare( 'nil")

List = List.create()

cons = List.cons

car = List.cad

cdr = List.cdr

nil = List.nil

11 = cons(1@, cons{28&, nil))
print "»»", simplify(cdr(l1))
print "»»", simplify(car(l1))
print “»»", simplify(1ll == nil)
¥, ¥ = Ints{'x y")

11 = Const({'11",List)

12 = Const("12",List)

s = Solver()}

tutorial ‘=" shortcut: Alt+B

List))


../tutorial/ex5.py
http://rise4fun.com/Z3Py/75bP
http://rise4fun.com/Z3Py/75bP

Theories

Uninterpreted functions
Arithmetic (linear)
Bit-vectors

Algebraic data-types
Arrays

; supported in Z3.
; This includes Combinatory Array Logic (de Moura &

»

(define-sort A () (Array Int Int))
(declare-fun x () Int)
(declare-fun y () Int)
(declare-fun z () Int)

(declare-fun al () A)

(declare-fun a2 () A)

(declare-fun a3 () &)

(push) ; illustrate select-store
(assert (= (select al x) %))

(assert (= (store al x v} al))
(check-sat)

(gat-model)

(assert (not (= x y)))

(check-sat)

(pop)

(define-fun alll array () A ({as const A) 1))
(simplify (select alll array x))
(define-sort IntSet () (Array Int Bool))

.........................................................................

(model

(define-fun y () Int
1)

(define-fun al () (Array Int Int)
(_ as-array k!8))

(define-fun x () Int
1)

(define-fun k!@ ((x!1 Int)) Int
(ite (= x!1 1) 1


../tutorial/nested-array.smt2
http://rise4fun.com/Z3/smtc_arrays
http://rise4fun.com/Z3/smtc_arrays

Theories

Uninterpreted functions
Arithmetic (linear)
Bit-vectors

Algebraic data-types
Arrays

Polynomial Arithmetic

g (EE)) | @ http://risedfun.com/Z3Py/nonlinear

arch

z3py

Explore the 73 API using Python
1 %, ¥, z =Reals('xy z")

2

3 solve(x**2 + y**2 < 1, x*y » 1,

4 show=True)

5

b6 solve(x**2 + y**2 < 1, x*y » 8.4,

7 show=True)

8

9 solve(x**2 + y**2 < 1, x*y » 8.4, x < @,
i@ show=True)

11

12 solve(x**5 - x - y == 8, Or{y == 1, y == -1)
13 show=True)

14

=" shortcut: Alt+B

tutorial

samples about Z3Py - Python interface for the Z3
zolyve Z3 is a high-performance theorem prover. Z3 supp
simple extensional arrays, datatypes, uninterpreted fun

strategy Fike 45| W reddit thist


../tutorial/ex6.py
http://rise4fun.com/Z3Py/nonlinear
http://rise4fun.com/Z3Py/nonlinear

QUANTIFIERS



Equality-Matching

fla) #c
Pwx.) ™ f(g(c,b)) =b

> > > >

g(c,x) matches g(b, b)
with substitution [x — b}
mOdUIO b = C [de Moura, B. CADE 2007]


http://rise4fun.com/Z3/msle9

Quantifier Elimination

W 20 =] o A B R e

1

[ S5
= &

(deftine-fun stamp () Bool
(forall{(x Int))

(=>
(»= x B)
(exists ((u Int) (v Int))

(and (>=u @) (>=v @) (=x (+ (3 u) (F5v))))N)))
(simplity 5tam|:b]||

(elim-quantifiers stamp)

Presburger Arithmetic,
Algebraic Data-types,
Quadratic polynomials

SMT integration to prune branches [B. ICAR 2010]



../tutorial/qe.smt2
http://rise4fun.com/Z3/ZJKn
http://rise4fun.com/Z3/ZJKn

MBQI: Model based Quantifier
Instantiation

(set-option :mbgi true)
(declare-fun f (Int Int) Int)
(declare-const a Int)
(declare-const b Int)

(assert (forall ((x Int)) (>= (f x x) (+ x a))))

(assert (< (f a b) a))
(assert (> a 8))
(check-sat)
(get-model)

(echo "evaluating (f (+ a 18) 28)...")
(eval (¥ (+ a 18) 28))

[de Moura, Ge. CAV 2008]
[Bonachnia, Lynch, de Moura CADE 2009]
[de Moura, B. IJCAR 2010]


http://rise4fun.com/Z3/HOT?frame=1&menu=0&course=1
http://rise4fun.com/Z3/HOT?frame=1&menu=0&course=1

Horn Clauses

mc(x) = x-10 if x> 100
mc(x) = mc(mc(x+11)) if x <100

assert (mc(x) =91)

vX. X > 100> mc(X,X — 10)
VX,Y,R. X < 100 Amc(X + 11,Y) Amc(Y, R) > mc(X, R)
VX,R. mc(X, RINX<101->R= 91

Solver finds solution for mc

[Hoder, B. SAT 2012]


../tutorial/rec.smt2
../tutorial/mc.smt2

MODELS, PROOFS, CORES &
SIMPLIFICATION



LLick on a tool te Load a SISI'."I'FFILE then ask!

agl m boogie W code contracts
[ 00 [ [ e B [ )

(define-sorts ((&A (Rrray Int Int))))
(declare—-funs ((x Int) (v Int) (z Int)))
(declare—-funs ((al &) (a2 RA) (a3 &)))
(assert (= (select al x) x))

(assert (= (store al = w) al)})
(check-sat)

(

get—-info model)

Logical Formula

Is this SMT formula satisfiable?
Click 'ask Z3'! Read more or watch the

'sat
i ({“mﬂdElu n
i(define x @)

: (define al as-array[k!@

Edefine y 8) L D Sat/MOdeI
i{define (k'e (x1 Int)) :

(if (= x1 @) @
11))"))



../tutorial/model.smt2

Proofs

fl=et-10gic gF LIn)

(declare—funs ((x Int) (x1 Int)))
(declare—funs ((x3 Int) (=2 Int))) Logical Formula
(declare-funs ((x4 Int) (x5 Int)))
(declare—funs ((v Int) (z Int) (u Int)))
(azzexrt (> %X v))

fassert (= (- (* % 3) (* ¥ 3)) (- 2 1))} proof.smt2 PROOF_MODE=2
[azssert (<= 0 z))
[assert (<= 0 u)) ted ({= B w1 [rewrite (iff ({= 8 ud (= u @3] (>= u 6]
[assert (< z 3)) n
(az=zexrt (€ u 3))
grted (= ¢(— (#* x 3> (¢ y F2>» (— =2 urrl

[check-=zat) ns

_ onotonicity
(get-proof) [trans

[monotonicity
[rewvrite (= (= x J> (=% J x22]
[rewrite €= €% y J> = 3J y>r>]
C= (— €2 3 32 (3 y 32> (— = 3 x> (% 3 yd>dx>1
[rewrite €= €— €= J x> Cx 3 yd> C+ (3 F x> Cx —3F yiriri]
C= (— €3 3 3> (3 y 32> C+ (= F x> (% -3 y>>x>1l
[rewrite (= {— 2 ud <+ =z = —1 ur>>l
Ciff (= (— (= x 3> (% y 32> (— 2 ud»
(= (+ (% 3 x> (2 =3 ydd (+ = (= —1 udd>>1
[rewrite
CifF (= (+ (= 3 x> (2 =3 ydd (+ = (% —1 uddr>
C= (+ (% 3 3 (+ % —3F yd> (+ (% —1 2> x> @3]
Ciff (= (— (% x 33 (2% y FI> £— =2 ud>
C= (+ (% 3 x> (+ % -3 yr (+ (% —1 =22 ur2> @221
C= (+ {3 x> (+ {x -3 yd> {+ (x —1 =22 udd> @31
[rewrite
Ciff (= (+ (% 3 3 (+ % -3 ypd) (+ {x —1 =3 ud>> B>
Cnot Cor (not = ¢+ (3¢ J x> (+ (= —3F yd C+ (x —1 22 urnr» A
not (2= (+ % 3 x> (+ Cx —F yd> C+ (x —1 =) urdd @221
Cnot Cor (not (= ¢+ (2 J x> C+ = —3 yd C+ (* —1 =z ur»» 4>
tnot (3= ¢+ % 3 3 (+ % -3 y2> (+ (% —1 =) urd> AX32)1
€= (+ ¢ 3 x> (+ (= =3 yd> (+ (x —1 2> ur>> @21

Unsat/PrOOf [m%asserted Cr x yrl

[rewrite Ciff > x uw) (not (= <+ »x (= —1 y>> Br>>1

Cnot (<= (+ x (= —1 yd) @]
[mp [asserted << 2 321 [rewrite Ciff << = 32 Cnot C>= 2 32221 <not <=2 3221
falzel



../tutorial/gb.smt2

Simplification
R15SE4TuUun

. gave 48,583 answers!
Click on a tool to load a sample then ask!

(251 | bek ] boogie ] code contracts|
[concurrent revisions || aatny Jesn ] fine

poirot ll pocll rocll spect Jvec Logical Formula:

(declare—-fun = () Real)
(declare-fun v () Real)
(simplify (>= x (+ x y)))

Is this SMT formula
satisfiable? Click 'ask

Z3'! Read more or watch the video.

(<= y 8.8) .
1
explore projects live permalink
developer about
8 2811 Microsoft Corporation - Research in Software Engineering

{RiSE)- Terms of Use - Privacy

Microsoft

ResearchR1SE



../tutorial/simplify.smt2

Cores

-

declare-preds ((p)} (g) (r) (s)))
set—option enable-cores)

(

(

(assert (or p Ol

(assert (implies r s))

(assert (implies s (1ff g x)))
(assert (or r p)) LLogical Formula
(assert (or r s5))

(assert (not (and r g)))
(assert (not (and s p)))

(

(

Is this SMT formula satisfiable?
Click

‘ask Z3'! Read more or watch
the video.

__________________________________________________________________

'unsat

i ((or p q)

1 (=>r s)

(or r p)

i (or r s)

' (not (and r q))
i (not (and s p)))



../tutorial/unsat_core.smt2

TACTICS, SOLVERS



Tactics

(declare-const x ( BitvVec 16))
(declare-const y (_ BitVec 16))

(assert (= (bvor = vy) (_ bvl3 1&}))
lassert (bvslt x v))

{check-sat-using (then simplify solwve-sgs bit-blast sat))
lget-model)

Composition of tactics:


../tutorial/tactic.smt2
http://rise4fun.com/Z3/tutorial/tactic.smt2
http://rise4fun.com/Z3/tutorial/tactic.smt2

Solvers

» Tactics take goals and reduce to sub-goals
 Solvers take tactics and serve as logical contexts.

* push

* add

» check

* model, core, proof

* pop

bv _solver = Then(With('simplify', mulZconcat=True),

'solve-=gs',
'bhit-blast',
|aig'r ,
'sat') .s5o0lver ()

X, ¥ = BitVecs('x v', 1l6)

v > -100)

bv solver.add(x*32 + v == 13, x & y < 10,
print bv sclwver.check()

m = bv_solver.model ()

print m

print x*32 4+ vy, "==", m.evaluate (x*32 + y)

print % & y, "==", m.evaluate(x & v)


../tutorial/solver.py
../tutorial/solver.py

APIS




SMT SOLVING



SMT : Basic Architecture

S
Theory

@Ivers
/\ e Equality + UF

e Arithmetic
© Bit-vectors

e L LN

Case Analysis




SAT + Theory solvers

Basic Idea
x>0,y=x+1,(y>2vy<l1)

@ Abstract (aka “naming” atoms)

Py, Py (PsVvp) p=(x20),p,=(y=x+1),
p35(y> 2), p45(y< 1)



SAT + Theory solvers

Basic Idea
x=>0,y=x+1,(y>2vy<1)
@ Abstract (aka “naming” atoms)

pl) p2/ (p3v p4) plz(XZO), pZE(y=X+ 1)1

@ ps=(y>2), py=(y<1)

SAT
Solver




SAT + Theory solvers

Basic Idea
x=>0,y=x+1,(y>2vy<1)
@ Abstract (aka “naming” atoms)

pl) p2/ (p3v p4) plz(XZO), pZE(y=X+ 1)1

@ ps=(y>2), py=(y<1)

Assignment
SAT
L J i>p1, P2 —P3, Py

Solver




SAT + Theory solvers

Py, Py (P53 V Py

4

Basic Idea

x=>0,y=x+1,(y>2vy<1)
@ Abstract (aka “naming” atoms)

-

SAT
olver

e

p,=(x=0),p,=(y=x+1),

Ps=(y>2), p,=(y<1)

Assignment
pll p21 ﬁp3l p4

=N

V7

x=0,y=x+1,
—(y>2),y<1



SAT + Theory solvers

Py, Py (P53 V Py

@ ps=(y > 2),

Basic Idea
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SAT + Theory solvers

Basic Idea
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SAT + Theory solvers
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SAT/SMT SOLVING USING DPLL(T)/CDCL



Mile High: Modern SAT/SMT search
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Core Engine in Z3:

Modern DPLL/CDCL

Initialize €| F F is a set of clauses
/" Decide M|F =M+ | F f is unassigned
Propagate M|F,Cv¢ = M+ | F,Cve C is false under M
K Sat M|F = M F true under M
4 Conflict M|F,C =M | F,C|C C is false under M
Learn M|F|C= M| F,C|C
. Unsat M| F|@ = Unsat GO:, ;
Backiump ~ MM'|F|CV €= MLV | F CEM~LeM W
Resolve M|F|C'V-f{=M ]| F|C'VC 1Vt e M
Forget M|F,C= M| F C is a learned clause
Restart M|F= €| F [Nieuwenhuis, Oliveras, Tinelli J.ACM 06] customized



DPLL(T) solver interaction

T-Propagate M |F,cv¢ = M, ¢Vt | F,Cv¢ Cis falseunderT + M

T- Conflict M|F=M| F|-M M' € M and M'is false under T

T- Propagate a>b,b>c | F,a<cvb<d =

a>bb> c,b<d*=VP=¢d | Fa<cvb<d

T- Conflict M| F= M| F,a<bVb<cvVc<a

wherea > b,b > c,a<cE M



Summary

/3 supports several theories
— Using a default combination
— Providing custom tactics for special combinations

Z3 is more than sat/unsat
— Models, proofs, unsat cores,
— simplification, quantifier elimination are tactics

Prototype with python/smt-lib2
— Implement using smt-lib2/programmatic API



